Laser Physics, Vol. 14, No. 10, 2004, pp. 1314-1321.
Original Text Copyright © 2004 by Astro, Ltd.

NONLINEAR

Copyright © 2004 by MAIK “Nauka/Interperiodica” (Russia).

AND QUANTUM OPTICS

Quantum Key Distribution with a Continuous Alphabet

D. Sych, B. Grishanin, and V. Zadkov

International Laser Center and Faculty of Physics, Lomonosov Moscow Sate University, Moscow, 119899 Russia
e-mail: sych@comsiml.phys.msu.su
Received January 15, 2004

Abstract—A novel quantum key distribution protocol (QKD) based on all unselected states of a quantum sys-
tem that set the alphabet with a continuous set of |ettersis proposed. Employing all states of the Hilbert space
leads to a maximum quantum uncertainty of transmitted states, and, therefore, an eavesdropper receives the
minimum amount of information. For the case of atwo-dimensional Hilbert space, our protocol allows secure
transmission at an error rate better than that for the BB84-protocol and is comparable with the characteristics
of the best known QKD protocols. However, with increasing the dimensionality of the Hilbert space, thecritical
error rate for our protocol increases and, in the limit of infinite-dimensional space, the protocol becomes non-

threshold.

1. INTRODUCTION

Quantum cryptography could well be the first prac-
tical application of therapidly developing field of quan-
tum information [1]. Since the 1970s, when the idea of
guantum cryptography wasfirst proposed [2, 3], anum-
ber of different quantum key distribution (QKD) proto-
cols for implementing it have been proposed [3-6].
Degspite their diversity, all of them are based on the
beautiful idea of employing a basic no-cloning princi-
ple of quantum mechanics—the impossibility of copy-
ing arbitrary quantum states [7]. Thanks to this, an
eavesdropper cannot intercept the quantum communi-
cation channel without disturbing the transmitting mes-
sageif it contains a set of incompatible, i.e., essentially
guantum, states not governed by the rules of classical
logic. Moreover, any attempt to obtain information
about this set of states inevitably disturbs the transmit-

ted message.

Keeping this advantage of quantum physics for
cryptography in mind, any QKD protocol uses mes-
sages entirely composed of an incompatible set of
guantum states or a so-called quantum aphabet con-
sisting of incompatible “letters” Various QKD proto-
cols are distinguished in essence only by their different
alphabets, which ensure secure message transmission
up to the level of error determining the protocol effi-
ciency. By analyzing distortions in received messages,
one can reveal an eavesdropping attack, but, in order to
establish a secure connection, one must also be capable
of stemming such attacks.

All QKD protocolsdiscussed in theliterature haverel-
atively alow critical quantum bit error rate (QBER) [1, 8]
above which they do not ensure secure transmission.

It is eventually assumed that all perturbationsin the
transmitted information are caused by an eavesdropper.
However, inreality, imperfections of the apparatus used
for realizing the QKD schemes and external sources of
noise in the quantum channel (in addition to the eaves-
dropper) aso perturb theinformation and, therefore, set

alimit on the maximum length of secure quantum chan-
nels used in the QKD schemes [1]. These limitations
significantly hinder applications of quantum cryptogra-
phy to make secure transmission impossible over an
arbitrary distance, and, in order to overcome this obsta-
cle, one has to develop more efficient QKD protocols.

For the optimum efficiency analysis of various pro-
tocols, different efficiency criteria are used in the liter-
ature [9], which is inconvenient for objective compari-
son of the protocols. In this paper, we use the most
appropriate, in our view, criterion, based on estimating
classical Shannon information transmitted through a
secure channel of the QKD scheme [10].

A typical QKD schemeincludesthree basic players,
Alice, Bob, and Eve (the conventional names for the
sender, receiver, and eavesdropper, respectively),
which communicate via a quantum channel. Despite
the communication channel between Alice, Bob, and
Eve being quantum, in the final analysisthey exchange
classical information. Therefore, the classical Shannon
information can serve as a valid measure for the quan-
titative analysis of QKD protocols. It correspondsto the
joint probability distribution of the measurement
results (which are classical) in the quantum system
Alice-Eve-Bob.

Any QKD alphabet is formed by selecting a set of
guantum states at the input and output of the quantum
channel. The selection rules determine the different
QKD protocols. For example, the QKD protocol pro-
posed in 1992 by Bennett—hence the name B92 [4]—
uses only two quantum states, which is the minimum
limit of incompatible letters composing the alphabet.
The first QKD protocol proposed in 1984 by Bennett
and Brassard (BB84) [3] is another example of a proto-
col, in which four incompatible quantum states are
used.

In the other limiting case, when selection of quan-
tum states is not performed and, therefore, the al phabet
consists of all states of the Hilbert space, we have anew
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QKD pratocol, which we analyze in this paper. We will
show that this protocol has essential advantages over
the other known QKD protocols. Specificaly, its criti-
cal QBER exceedsthat for the BB84 protocol and gen-
eralization of our protocol to the case of multidimen-
siona Hilbert space further significantly increases the
critical QBER. In the limit of infinite-dimensional Hil-
bert space, the protocol has no error threshold and the
critical QBER approachesits maximum possible value.
This means that our QKD protocol can basically work
at any level of externa errors or eavesdropping attacks
(except for brutal intercept—resend attacks), which isa
novel feature for QKD protocols.

2. COMPATIBLE INFORMATION
AS A QUANTUM INFORMATION MEASURE
FOR QKD

In quantum cryptography, Alice (A), Bob (B), and
Eve (E) are different, kinematically independent quan-
tum systems. Thus, the quantum events related to these
systems represented by different Hilbert spaces are
mutually compatible. Due to this property, any pair of
guantum events at the input and output of the quantum
channel can be considered classically. Quantum speci-
ficity of the channel isrevealed then only in the form of
intrinsic quantum uncertainty of events at the input and
output of the channel. We will call information related
to the mutually compatible events in two quantum sys-
tems compatible quantum information [11, 12]. A nat-
ural quantitative measure of compatible information is
the standard mutual Shannon information functional of
the classical input—output (Alice-Baob) joint probability
distribution Ppg:

I alPag]l = SalPal + Ss[Psl —Sas[Pasl 1

where §P] is the classical Shannon entropy functional
for thejoint, P = P,g, and marginal, P = P,, Pg, proba-
bility measures [10].

In quantum information theory, like in the classical
theory of information, one has to clarify which quan-
tum events are used for the information exchange
between quantum systems and define the set of elemen-
tary events of which any message is composed. Ele-
mentary events for a quantum system are given by the
wave functions representing the state vectors of the sys-
tem. Mathematically, a choice of basis events or the
information basis can be given by defining a set of pos-

itive operators E, representing anonorthogonal expan-

sion of the unit operator [13] or the positive operator
valued measure (POVM) [14]:

1= ZE )
For simplicity, in the following, we consider two-

dimensional spaces when not otherwise defined.

The two limiting cases of the compatible informa-
tion, completely selected and nonsel ected information,
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are defined by the two limiting cases of the unit operator
expansion: the two-component orthogona POVM [15]

1= |up + [ 3
and the continuous nonorthogonal POVM [12]
1= Ilv[[EHdVV, (4)

where |uCand | Care an arbitrary pair of orthogonal
wave functions and dV, = sin8ded/(2m) with the stan-
dard angular parameters on the Bloch sphere.

The completely sdlected information determines
information exchange between two quantum systems A
and B with the joint density matrix p,g through the
selected set of orthogonal quantum events. The orthogo-
nal basis determined by the unitary two-parametric trans-
formations U,(a) and Ug(B) in the quantum systems A
and B, respectively, can be chosen differently and the
sdlected information a so depends on the choice made:

Pag(k, 1)

—_— 5
Pa(K)PA() ©

las(a,B) = 3 Pia(k. 1)log:
ki1

where parametersa = (6,, ¢,) and 3 =(6,, $,) aregiven by
the standard Bloch sphere angles. The joint distribution

Pab (K 1) = Trag(EA(K) O E&(1))Pae.

where Exg(K) = KC{ g &, is defined on the basis

states |kL] and I} of the input (Alice) and output
(Bob) of the channel, which are the orthogona basis
states of the Hilbert spaces H, and Hg, respectively.

For the nonselected information, the information
exchange equally includes all states participating in the
exchange. Therefore, the information basis states of the
information channel are all wave functions of the Hil-
bert spaces of a pair of quantum systems participating
inthe exchange. The respected nonsel ected information
isthen given as

- Pas(da, dB)
IAB - '!-JB-PAB(dG! dB)IOgZPA(dG)PB(dB)’ (6)

where Pyg(dat, dB) = Trag(Ea (da) O Eg (dB))Pas, and
Ea(dv) = [V AdV,.

Note that the nonselected information is equal to the
selected information averaged over al orientations of
the orthogonal bases:

dV,dv,,

lag = {{IAB(dO(, dp) v VvV = J'dVV =2 (7
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3. QKD PROTOCOL EMPLOYING ALL STATES
OF THE HILBERT SPACE

In quantum cryptography, the purpose of Alice and
Bob isto establish a secure connection, which prevents
copying of useful transmitted information by Eve. It
has been proved that such a secure connection is possi-
ble if the amount of information Bob receives from
Alice exceeds the information Eve receives either from
Alice or Bob [16]. This condition can be written as

| ag > MaX (I g, lge)- (8)

If condition (8) isfulfilled, it is possible, with the help
of special methods of privacy amplification, to reduce
up to zero the amount of useful information Eve can
gain through eavesdropping on the quantum channel.
Even if condition (8) isnot fulfilled, Alice and Bob can
establish a secure connection using the advantage dis-
tillation protocols [1]. We do not consider this option
here but keep in mind that using it can improve the
security criterion for our QKD protocol.

Eve, in turn, also tries to use optimum strategies of
eavesdropping; i.e., Eve tries to gain maximum infor-
mation about the transmitted message at a given error
rate by performing any physically allowed transforma-
tions and minimizing the level of error she causes:

max | g ge- 9
| o = const

All known QKD protocols using finite-dimensional
spaces of states are built on alphabets with afinite dis-
crete set of incompatible quantum “letters,” which can
be realized as pure states of a quantum system.

In this paper, we suggest a qualitatively new QKD
protocol, which is based on the alphabet including al
states of the Hilbert space. In other words, this al phabet
consists of an infinite number of quantum letters
formed by arbitrary superpositions of the orthogonal
basis states of the Hilbert space H,.

Let us first consider the case of two-dimensional
space (the multidimensional case is considered in Sec-
tion 4).

The elementary step of the QKD protocal, i.e., the
transmission of a single letter or state from Alice to
Bob, can be outlined as follows:

(i) Alice generates and transmits arandomly chosen
state |BCvia a quantum channel to Bob.

(i) Eve eavesdrops on the channel by performing a
unitary bipartite transformation Uge with her initial
probe state [O[¢ and with the state |Blg transmitted by
Alice to Bob and measures her final probe state.
Though Eve does not measure the state transmitted
from Alice to Bob directly, she disturbs it through the
transformation Uge.

(iii) Bob reads the perturbed state using an arbitrary
projector for the measurement because he has no a pri-
ori information about the received message other than
the dimension of the Hilbert space H,.

lag ge =
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When the transmission of the entire message, consist-
ing of an essentia number of elementary QKD steps, is
completed, Alice and Bob should perform classical post-
transmission procedures with the transmitted raw key.

First, they determine the mutual probability distri-
bution Pag(a, B) and calculate the average amount of
information |,z per transmission. For this, Alice and
Bob disclose and then discard the random part of the
measurement results by transmitting them over an inse-
cure classical channel. The information transmitted
from Alice to Bab, |5, can be calculated with the help
of EQq. (7), whereas the information transmitted
between Eve and Alice and Bab, | 5¢ and I ¢, can be cal-
culated using the theoretical model of eavesdropping,
which we will discuss in the following subsection.

Second, they need to check the security condition (8).
If it isfulfilled, Alice and Bob decide that the secret key
transfer is completed and perform then classical error
correction and privacy amplification algorithms with the
raw key. Otherwise, the transmitted key is not used.

3.1. Information Analysis of the Protocol

For the information analysis of our protocol, let us
first calculate the amount of information Bob received
from Alice, | 55, and Eve received from Alice and Bob,
Iag, g, Under the condition (9) of optimal eavesdrop-
ping.

Theinitial state of the quantum system Alice-Eve—
Bob pYae = Pha O [0, which is described by the
tensor product of the entangled antisymmetric pair

Alice-Bob P = |HIsIE||s and Eve's initial state

[OCg, is transferred after eavesdropping by Eve into the

final state, which is an entangled state of Alice, Bob,

and Eve, f)(AzéE: f)féE Lee, f)ﬁféE. Let us assume that

Alice's state |allis totally entangled with the transmit-
ting state |B0and is, for example, the antisymmetric

Bell state |FII= (JadB O- |a JBV./2, which means
that Alice knows the transmitting state |BOperfectly,
because the maximum value of mutual selected infor-
mation is equal to unity for the entangled states.

We can assume (without reducing the generality of
our consideration) that the unitary transformation Ugg
performed by Eve has the form

CJOGI00E &~ |003|PgoE + |10 Pg
HLEI0R Y. (0003 + 1Py 3.

The unitarity imposes the following restrictions, which
are due to the orthogonality and normalization condi-
tions:

(10)

[ @ P1olH [P | Py, 0= 0,

(11)
|Dgol” +| Py = [Dygf” +|Dyyf” = 1.
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It was suggested in [9] based on humerical estimations
and then proved in [17] that, in the QKD protocols
BB84 and B92, Eve's state at optimal eavesdropping
lies in the two-dimensional Hilbert space. Thisis also
true (and can be proved by analogy with [9]) for our
QKD protocol. Therefore, the states |®; Cican be writ-
ten, taking into account conditions (11), as a superposi-
tion of the two basis states:

E |¢00[E % Yoo You E
—> ] 0 o 0
| 0= E :zmﬁ - Eym Yu EE :2% E’ (12)
a3 10£ Dyn Y10 a
Ol®y OYor Yoo O
where the transformation parameters
Vi = (—1)m”cos% - mg%cosgb - ngﬂ (13)

are determined viathetwo angles 8 and ¢ controlled by
Eve.

The resulting bipartite density matrices that Alice—
Bab, Alice—Eve, and Bob—Eve obtained by averaging the
three-partite density matrix over the third system enable
us to calculate the respective mutual information:

~(2) _ A(2)
Pag = TrePage — lass

~(2) _ A (2)
Pae = TrgPase — lae

pfazé = TrAp(AzéE — lge
In our QKD protocol, Alice sends Bab any pure state
with equal probability and neither Bob nor Eve hasan a
priori chosen basis for the measurement; thus, both Eve
and Bob use an arbitrary chosen basis each. After aver-
aging over a large number of measurements, due to
Eq. (7), we find that the nonselected information is pre-
cisely the information measure for our QKD protocol.

(14)

3.2. Calculation Results

Results for the mutual Alice-Bob, Alice—Eve, and
Bob—Eve nonselected information (g, ag, and lgg,
respectively) calculated with the help of Egs. (6), (10),
(12), and (14) areshown in Fig. 1 versusthe parameters
0 and ¢ controlled by Eve (see Eq. (13)). One can
clearly seefromthefigurethat, for al valuesof 6, ¢, we
have | 5¢ = | gg; thus, we will focus only on | 5z in what
follows.

The optimal eavesdropping condition (9) requires
that we look for the maximum | 52 = [ ,e(6, ¢) at agiven
value of |5 = 1,5(0, $). A detailed analysis of the data
inFig. 1 revealsthat optimal eavesdropping can bereal-
ized at 6 = 174 — ¢, which corresponds to the solid line
inFig. 1d.

For most purposes, it is enough to consider only the
case of optimal eavesdropping that corresponds to the
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solidlineat 8 =1/4—¢ showninFig. 2. From analyzing
thisfigure, one can seethat, at 6 = 0, the level of eaves-
dropping attacks and the respected losses of informa-
tion are equal to zero. At 8 = 174, Eve'sintervention is
at amaximum and she actssimilar to Bob in gaining the
maximum possible information.

The security condition (8) is fulfilled up to a cer-

tain critical value 9(()1) =108, which istheintersection
point (1) of the curvesfor |,z and 15 in Fig. 2. If Eve
performs the unitary transformation (10) with 8 < Gél) ,
then Alice and Bob can establish a secure connection;
otherwise, it is not established.

3.3. Definitions of the Error Rate in the QKD Protocols

In order to estimate the error rate in the different
QKD protocolsand, therefore, their efficiency, different
guantitative characteristics can be introduced. One of
the characteristics most accepted in the literature, the
guantum bit error rate (QBER), was suggested to char-
acterize the error rate in the sifted key. It is defined as
theratio of wrong bitsin the transmitted messageto the
total number of received bits. Obviously, the QBER for
an ideal quantum channel without noiseis equal to zero
and one can use the QBER to estimate Eve's interfer-
ence. Generally, any QKD protocol works up to a cer-
tain critical rate of error defined as the critical QBER.
The larger the critical QBER, the more stable the pro-
tocol to errors caused by Eve.

However, if the QKD scheme without external noise
does not show the QBER to be equal to zero, then we
cannot use the QBER characteristic for estimating the
efficacy of the QKD protocol or for comparing it with
other QKD protocols. In this case, the QBER, asit has
been defined previously, smply does not reflect the real
level of Eve'sinterference.

Keeping in mind that Eve performs unitary transfor-
mation (10), we can define the QBER, which we desig-
nate as q, as the probability that Eve flips the transmit-
ted bit of information to Bob:

q = @y |Py0= @,Jd,,0= sin’d.

This definition essentially relies on the structure of the
transformation (10) performed by Eve. It is worth also
to note that, as was shown in [9], the QBER is not
always an adequate characteristic of the degree of Eve's
eavesdropping attacks, for instance, in the B92 protocol.

Therefore, we suggest using another characteristic,
which we call the compatible information error rate
(CIER) and designate as Q. This characteristic natu-
rally represents the degree of Eve's interference in the
transmission of information in terms of the compatible
information:

I
Q= 1-%5[0,1]. (15)

AB
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Fig. 1. (a) Alice-Bob, (b) Alice—Eve, and (c) Bob—Eve mutual Shannon information versus Eve's eavesdropping parameters 6 and ¢.
(d) Results of (a) for the Alice-Bob mutual Shannon information (1 5g) as a contour plot; the solid line corresponds to the case of

optimal eavesdropping.

Here, | 55 isthe Alice-Bob compatible information with

the presence of eavesdroppingand | g iSits maximum

possible value without attacks by Eve. Qualitatively,
the CIER is the error rate of the secret key that can be
distilled from the correlations per transmission. By
contrast with the QBER (q), the CIER (Q) is, in our
view, the most adequate parameter for the information
properties of QKD protocols, even in the presence of
internal noise caused by the protocol itself.

Without eavesdropping attacks by Eve, both param-
etersg and Q are equal to zero, which means that there
are no transmission errors. At the maximum level of
interference from Eve with the transmitted information,
we have Q = 1 and q = 0.5, which correspond to the
maximum possible level of errors caused by Eve. At the

critical point 9(()1), where the amount of information
gained by Eve is equal to the amount of information

received by Baob, Qél) =0.6and q(()l) =0.15.

At an error level exceeding critical, i.e., at Q > Qél) ,

the protocol does not ensure security of the transmitted
data and Alice and Bob decide that the transmission is
not complete.

Note that the described scheme does not require
bases reconciliation between Alice and Baob, i.e., selec-
tion of only that part of the message for which Aliceand
Bob used the same information basis, via an additional
information exchange over the classical channel. How-
ever, one can significantly improve the stability of the
protocol for a noisy quantum channel using the bases
reconciliation considered in the next section.

3.4. Basis Reconciliation

After transmission of an entire message through a
noisy quantum channel, Alice and Bob can select only
those transmitted data for which they used approxi-
mately similar orthogonal bases. In our case, the set of

LASER PHYSICS  Vol. 14
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I, bit
1.00F

0.75

T
-
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0250

Fig. 2. Alice-Bob (dotted and dashed lines for the reconcil -
iated and nonreconciliated basis states of Alice and Bab,
respectively) and Alice—Eve (solid line) mutual Shannon
information under the condition of optimal eavesdropping.

basis states is continuous; thus, it is necessary to split it
into several approximately equal areas and count the
basesthat are similar, if they are in the same areaon the
Bloch sphere. Depending on the number of such areas,
the mutual information in the Alice-Bob system per
single transmission increases from 0.28 to 1 bit.

This can be clearly understood because, for an ini-
tial state of the Alice-Bob system in theform of an anti-
symmetric Bell state, the mutual selected informationis
equal to unity when one uses similar bases from Alice
and Bob. If the bases from Alice and Bob are different,
the amount of information in a single transmission will
be less than unity. The calculated dependency of the
maximum amount of information per single transmis-
sion versus the number of areas in which we split the
Hilbert spaceis shownin Fig. 3.

Werestrict the actions of Eve by the measurement of
the probe state immediately after the unitary transfor-
mation (10). Therefore, one can suppose that Eve does
not affect the data selection with the reconciling bases
and does not use additional transformations after the
bases have been reconciled. Then, she gains no addi-
tional information.

The information that Bob receives from Alice per
complete message transmission after the bases recon-
ciliation is shown in Fig. 2 (dashed line). The new crit-
ical value 6(()2) is larger than Gél), and, therefore, the
critical error rates Q, and ¢, are significantly higher:

{2 _ 0.81, and, for the QBER, we have g7’ = 0.254.

LASER PHYSICS Vol. 14 No. 10 2004

1319

Information per transmission, bit
1.0

0.9

0.8

0.7

0.6

05 1 1 1 )
0 50 100 150 200

Number of areas

Fig. 3. Maximum amount of information per transmission
versus the number of areas the Hilbert space is split into.

Note that the bases reconciliation procedure signifi-
cantly increases the required number of messages
transmitted over an insecure classical channel, because
we haveto transmit information about the areain which
the randomly chosen basis lies. Accordingly, the num-
ber of filtered messages transmitted through a quantum
channel is also decreased. It is not necessary, however,
to infinitely increase the accuracy. Asarule, errors dur-
ing data transmission have a typicd finite level for the
specific experimental QKD setup. Therefore, for the
bases reconciliation, it is sufficient to increase the accu-
racy according to the external noise conditions up to a
level that ensures an error ratelessthan the critical rate at
which the QKD protocol guarantees secure transmission
of datain accordance with the security condition (8).

4. MULTIDIMENSIONAL CASE

We can fundamentally improve the properties of our
QKD protocal using multidimensional spaces for Bob
and Alice (D > 2). In the multidimensional case, the
maximum possible amount of mutual selected informa-

tion is equal to In'iax = logzD and grows infinitely at
D — . The maximum possible amount of nonse-

lected information is equal to the amount of accessible
information [18]:

D

D

1 1

| accesibie = 1092D Ty z K’
k=2

which, in the limit D — oo, isrestricted by the value
of 1 = 0.61 hit.
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Fig. 4. Critical CIER Qg versus the dimensionality D of the
Hilbert space.

After bases reconciliation for Alice and Bab, the
amount of information in the Alice-Bob system is
given by the maximum possible selected information,
whereas, in the Alice-Eve system, it is given by the
maximum possible nonselected information, indepen-
dently of the specific type of unitary transformation
performed by Eve in the multidimensional case. Then,
the critical CIER in the limit of D — o is equa to
unity:

Q = limQy

D
accessble 0.61 (16)

1-1 =1
DI[noologzD

=1-Ilim

D-e I max
This means that, by increasing the dimensionality of
the Alice-Bob system, one can reach acritical error rate
(QBER or CIER) that exceeds any given value (below
unity). The dependency of the critical CIER versus the
dimensionality of the Hilbert space is shown in Fig. 4.

Theessential qualitative novelty of our QKD -proto-
col, which employs al states of the Hilbert space, is
that it can work, in principle, with any imperfections or
noise in the quantum channel (either internal or exter-
nal) and hasno any critical CIER value above which the
protocol becomes insecure. For any given CIER value,

SYCH et al.

one can select the required dimensionality of the Alice—
Bob space in order to meet this value of the CIER
(Fig. 4). The question regarding Eve's transformation
structure for performing optimal eavesdropping in the
multidimensional caseis essentially more difficult, but
the result outlined aboveis qualitatively correct, despite
the specific structure of Eve's transformation.

The above-described advantage of our QKD proto-
col can beclarified asfollows. When Alice sendsames-
sage, neither Eve nor Bob does not know a priori in
which basis it is transferred. Therefore, both Eve and
Bob are perplexed in the multidimensional space; they
retrieve less information from the transmitted message
as the dimensionality of the Hilbert space increases.
After a partial bases reconciliation, which is described
in Subsection 3.4, Bob significantly increases the
amount of information per transmission by filtering
only strongly correlated transmissions, i.e., the trans-
missions for which Alice and Bob used approximately
equal bases. Eve, for her part, cannot filter the transmis-
sions, and the amount of information she can retrieve
remains the same. Therefore, the larger the dimension
of the Hilbert space, the less equally Eve and Bob
receive the information.

5. EXPERIMENTAL SETUP FOR A QKD
PROTOCOL WITH CONTINUOUS ALPHABET

An experimental setup for our QKD protocol with a
continuous alphabet whose | etters are coded with pho-
ton polarizations of the pointsis shownin Fig. 5. Inthe
notation given, a random letter in the alphabet corre-
sponds to an arbitrary photon polarization.

At the Alice side of the QKD setup, random letters
from the continuous alphabet are generated. The laser
at this side generates single photons with determined
polarization, which is rotated by a polarization plate at
arandom angle for each photon. Alice knowsthese ran-
dom angles for each photon.

Generated photons are transmitted then to Bob viaa
guantum channel (for instance, afiber optical link pre-
serving the polarizations of the photons).

For the measurement in an arbitrary basis, Bob first
rotates the polarization of the incident photon through
the polarization plate to a random angle value and then
performs measurement in the fixed basis.

Alice and Bob reconcile their bases states by
exchanging nonsecure public information over aclassi-
cal channel, for instance, a telephone line.

In the described QKD setup, the case of multidi-
mensiona Hilbert space for the quantum channel input
and output can be, in principle, realized by transmitting
information with the help of several entangled qubits
(photons). It is, however, experimentally difficult to
generate, operate, and measure arbitrary states in mul-
tidimensional spaces; i.e., it is difficult to generate and
operate multiple entangled photons.

LASER PHYSICS  Vol. 14
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Alice Bob (£ 5
D EORN, D
? AR 3 I
2 2 4 5

Fig. 5. Experimental setup for the QKD protocol with a
continuous alphabet. At the Alice side, the laser (1) gener-
ates single photons whose polarization is rotated by the
polarizator (2) at a random angle. These photons are trans-
mitted to Bob via the quantum channel (3). The measure-
ment part of the QKD setup at the Bob side includes the
polarization plate (2) that rotates polarization of theincident
photon, the beamsplitter (4), and the photon counting detec-
tors (5). The supplementary classical channel over which
Alice and Bab reconcile their bases states by exchanging
nonsecure public information is not shown in the figure.

6. CONCLUSIONS

In conclusion, a new QKD protocol based on a
quantum alphabet with an infinite number of “letters’
(i.e., employing all quantum states of the Alice-Bob
guantum system) is proposed. It has anumber of advan-
tages over the other known QKD protocols.

In the two-dimensional case, the critical QBER for
our protocol exceeds 25% and can be increased further
with the help of special classical methods of advantage
distillation.

The essential qualitative novelty of our QKD proto-
col in the multidimensional case is that it can work, in
principle, for any imperfections or noisein the quantum
channel (either internal or external) and does not have a
critical bit error rate above which the protocol becomes
insecure. For estimating Eve's intervention in data
transmission through a quantum channel, we use anew
classical, mutual Shannon information-based criterion,
which adequately reflects the information aspect of the
eavesdropping and can be effectively used for both con-
structing and analyzing QKD protocols.

The only restriction on Eve's strategy of eavesdrop-
ping is that she measures her probe state before the
bases reconciliation. This restriction does not contra-
dict the experimental realizations of the QKD-proto-
cols; Alice and Bob need simply to reconciletheir bases
after the finite decoherence time in the quantum sys-
tem. Obvioudly, such an experimental trick does not
give a 100% guarantee of secure transmission, but, in
real QKD schemes, it seems reasonable.
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